ITPABHJTA
3a 0e30IIACHOCT HA JeNaTa H YYCHULINTE B
KOMIIIOTBPHATA MpPeXKa B 1eTCKATAa rPaJHHA, YYWJIHINETO U B HHTEPHET

Te3u npaBuJia ca pa3padorenu ot Jbp:xkaBHaTa areHIUs 3a 3AKPUJIA HA J1€TETO, B
napTabopctBo ¢ I's1aBHa jupexkums ,bopda ¢ opraHusupaHara npecTbIHOCT”,
HaunmnonaneH meHTbpP 3a 0Oe3omaceH MHTePHeT, VMHUHHUCTEPCTBO HAa 00pPA30BAHUETO M
HaykaTa, Pernonajino ynpaJ/jieHue Ha o0pa3oBaHueTo — Codus-rpaja, pbKOBOJAUTEIN HA
oOpa3oBaTejiHU MHCTUTYHUN OT Cbl03a HA padoToAaTeIUTEe B CHCTEMATa HA HAPOJAHATA
npocsera B bbarapus, CapyxeHnero Ha THUPEKTOPUTE B CPeAHOTO o0pa3oBaHue Ha P
bbarapus.

HeauTe Ha mpaBUJIaTa ca a ce:

e rapaHTHMpa NPaBOTO HA /eTeTo/y4eHMUHMTEe HA JOCTHI [0 MOAXOASIIA
uHopManus U MATEPUATH B MPeKaTa;

® OCBIIECTBH NpPEBEHIUsI U CHHTe3MPAa HA eJHO MACTO MHopMauuATa 3a
ONACHOCTHUTE B MHTEPHET;

® NIpPeoCTABAT KOHKPETHH HACOKHM 3a 3aKpWJa Ha JieTeTo M 0e30macHo
noBeJeHNe B KOMIKITHPHATA Mpexka B JeTCKATa IPajuHa U B YYWIHIIE U B
HHTEpPHET,;

® M000PH KOOPIAMHAIUATA W OTrOBOPHOCTHUTE HA YYACTHUIUTE W/WJIM
BCUYKHM 3aUHTEPECOBAHU CTPAHM.

OTroBopHOCTTA 3a TapaHTHUpaHE MpaBara Ha JelaTa 1 3alliTa Ha TEXHUTE UHTEPECH €
CIOJIETIEHa OTTOBOPHOCT MEXKIY CEMEHCTBOTO, OOIIECTBOTO M JIbp’KaBara, 4pe3 HEWHUTE
OpraHu ¥ MHCTUTYIMHU. BbIIpeku TOBa, Ta3u OTTOBOPHOCT € paslpe/esieHa, KaTo TS ce maja
MIPUOPUTETHO HA CEMENUCTBOTO, MO-CHEIUAIHO HA POJAUTENINTE, HACTOMHUIIUTE, TOTIEUUTEITUTE
WJTU JPYTHUTE JIUIA, IPYU KOUTO JETETO € HACTaHEHO, TOraBa KoraTo € Ouiia mpeamnpuera Mspka
3a 3aKpuiia M0 OTHOIIEHHE Ha Hero. OTUUTAMKK TpyAOBaTa aHTaXXKUPAHOCT HA POAMTENINTE, B
HAKOW OT CIIyYauTe W TPYIHOCTUTE, KOUTO M3MUTBAT B OTTICKIAHETO W BB3MUTAHUETO Ha
JIETETO, B OCHOBONOJIaramiysi MEXIYHApOJEH aKT 3a mpaBaTa Ha jaerero KoHBeHUHMsTa Ha
OOH 3a mpaBara Ha J1eT€TO, KAaKTO M B PeaMIla HOPMATHUBHU aKTOBE OT HAIMOHAITHOTO HHU
3aKOHOAATENICTBO, € TIOCOYEHO Kak OOIIeCTBOTO, COLMATHUTE H 00pa3OBaTEIHUTE
WHCTUTYIIUH, U JIbprKaBaTa U3MBIHABAT T€3W CBOM OTTOBOPHOCTH 3a OKa3BaHE HA aJeKBaTHa
MOAKpeNna Ha CEMEHCTBOTO, 3a 3aKpWjla Ha JETeTO M 3a 3allluTa Ha HErOBUTE IpaBa M
WHTEpECH.

CorinacHo Konenumsara Ha OOH 3a mpaBara Ha JeTeTo, POAUTENUTE HMaT
IIBPBOCTETNIEHHA OTTOBOPHOCT 3a OCUTYpsIBAHE BHUCIIUTE HWHTEPECH Ha JETeTo Aa Obaar
I'BPBOCTENIEHHO CchoOpakeHue. Poautenute i, cropes ciydas, 3aKOHHHTE HACTOWHMIIM,
MOMEYUTENIM WM JPYrH JIUIA, MPU KOUTO JETETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTHUETO HA JIETETO.

J®BpxaBara, upe3 HEHHUTE OpraHu, TPSOBA Ja MpeAIpreMe TTOAXOSAIIN CTHIIKH, 3a JAa
MOAKPENHU POAUTENNUTE MPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POIUTENH
HE MOTaT WM C€ 3aTPyAHSIBAT, TO B TE€3W CIIy4yau C€ HAMECBAT OTTOBOPHUTE IbPKABHU
WHCTUTYIIMH, 32 Ja OCUTYpST CIa3BaHETO Ha MpaBaTa Ha JIETETO U 3aJ0BOJIIBAHETO Ha
HETOBUTE HYXXIHU. 3abJDKCHHE Ha JbpKaBaTa € OCUTYPSIBaHE Pa3BUTHETO HAa WHCTUTYIIUH,
3aBelleHUsT U yclIyru. B Ta3u Bpb3ka ponsta Ha 00pa3oBaTeNHUTE WHCTUTYIUU €
M3KJITIOYMTETHO BaXKHA M KJIFOYOBA. Te MOTrar Ja JOoNpHHEcaT 3a 00y4EeHHUETO U MPEBEHIUATA
Ha PUCKOBETE HE CaMO Ha JIellaTa, HO U Ha POJAUTENIUTE, KaTO MO TO3M HAaYMH MOTaT J1a UMar
JIBOMHA TI0JI3a 3a Jienara. B Ta3u mocoka HAcTOAIMTE TpaBuiIa, JaBaT OCHOBHU IMO3HAHUS 32
OMAacCHOCTUTE, KOUTO KpHE BHUPTYAIHOTO IMPOCTPAHCTBO C II€JI OCUTYPSIBAHE 3aKpuiaTra Ha




JIETEeTO OT BPEIHU 32 HEro MHPOpMaLUsl, MaTepUaId U KOHTAKTH.

OCHOBHHUTE NMPUHIMNHU 32 PaboTa B KOMOIOThPHATAa MpeXa B JETCKa TpajnHA U
YUWIMIIE U B UHTEPHET ca:

1. PaBeH qoCThIl HA BCUYKH JIella U YUCHUIIH;

2. 3amura Ha JernaTa ¥ YYeHUIIUTE OT BPEIHO WJIM HE3aKOHHO ChIbPKAHUE U
nH(pOpMaIKg KaTo: CaMOHApaHSBAaHE, ThPIOBHsI ¢ HAPKOTHUIM, Xa3apT, MpOIaraHjupaHe Ha
BpPEJIHU U OTIACHU HABHUIIM U JICUCTBUS KaTO aHOPEKCHs, OynuMusi, mopHorpadus, TOJEpUpPaHE
Ha pa3nu4yHu (HOpMH Ha HACHUIIUE, MPOIMOBSIBAHE HA TEPOPHU3BM, €THHYECKA U PEITUTHO3HA
HETOJICPaHTHOCT, CAMOYOUNCTBO U Jp.;

3. 3aunTaHe W 3alIUTa HA JIMYHATA HEIPUKOCHOBEHOCT;

4. TloaroroBka v KOHTPOJI Ha JieIlaTa M YIYCHUITUTE 32 0€3011aCHO U OTTOBOPHO
MOBEJICHUE OHJIANH,

5. ChTpyIHHYECTBO B AyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEXIY JeTCKaTa

rpaguHa/yqrIAIEeTo U POAUTEINTE/HACTOMHUIIUTE.

KomnoThpHata Mpexa B JIeTCKa TpaJdHa W yYWIHIIE CE€ U3M0JI3BA B
MEeIarOTMYSCKUTE CUTYallMd U y4eOHM YacoBe camMo 3a oOpaszoBarenHu nenu. Llsmmata mpexa
oOXBala KOMITIOTPUTE, CBBP3aHU C KaOenHW W/miu O€3’)KMYHU BPB3KH, CHTYHpPAHU B
KOMITIOTBPHHUTE KaOWHETH, 000pyIBaHH KJIACHH CTaW W aJIMUHUCTPATUBHUTE MOMEUICHUS Ha
oOpa3oBarenHaTa WHCTUTYIIHS, KAaKTO M YCTPONCTBaTa (MEPCOHATHN CMApPTHOHH, JTANTONH U
TabJIeTH) ¢ O€3)KUUYEH JOCTBIT JJO UHTEPHET.

Jlenata U y4YeHHIMTe UMaT [1PaBo Ha:

1. Pamen mocThIl 10 Mpexara Ha 0Opa3oBaTeiHaTa MHCTUTYLUSA, C U3KIIOUSHHE Ha
KOMIIIOTPUTE B aAMUHUCTPATUBHUTE MIOMEILICHHS.

2. Pabora c ycTpoiicTBaTa (KOMIIOTPH, JIAIITOIH U TaOJIETH) B MpeXKara C
MOJIKpernara Ha Me1arornyecky CeruaImcT.

3. OOyueHue 3a 6e30MacHO M OTTOBOPHO TIOBEJICHUE B MpekXaTa Ha oOpa3oBareHaTa
MHCTUTYLUS U B HUHTEPHET.

4. Wudopmanus 3a npaBuiaTa 3a pabora B MpexaTa.

5. CurypHa nudpoBa cpelia B IeTcKaTa rpajiiHa U yUYHJIHLIETO.

6. Ilom3BaHe Ha MOOWIIHUTE CH YCTPOWCTBA M3BBH YUEOHHUS NPOIIeC (MIOYMBKATa U
MEXJy4Jacusara), a Mpu U3pUYHO yKa3aHHWE Ha Y4WUTeN — U B y4eOHHUs yac/mefarorudeckara
CUTYyalus 3a HeJIUTe Ha y4eOHuUs poLec.

BAKHO! [lpaBunara 3a 6e3onmacHa paboTa B HHTEPHET, KOUTO JIeIIaTa U YUYCHUIIUTE
ca 3aJbJDKEHU Jla CIa3Bar, Cce MOCTaBAT Ha BUJIHO MSICTO B oOpa3oBaTenHaTa MHCTUTYLHUSA,
KaKTO W B KOMITIOTBPHUTE KaOMHETH, TaKa M Ha caliTa Ha JeTCKaTa TpaJHHa/yIuiaumiero. B
HA4yaloTO Ha YydeOHaTa TOAWHA 1O TMOAXOMASI] HAYWH BCHUYKH Jlella U TEXHHUTE
POJINTETH/HACTOMHHIIN/TIONICYUTETN CE 3all03HaBaT C TAX. llemarosure TEpHOAMYHO
HAMOMHSIT 32 TSIX U 32 CUTYPHOCTTa B MHTEPHET B OIXOISAIIH GOPMH U IEHHOCTH, B KOUTO C€
BKJIFOYBAT )IeHaTa/yquI/IHI/ITe U pOOUTCIINTEC UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00PA30BATEIHUTE WHCTUTYIHH,
Ha npodecHoHaTUCTHTE, padoTem ¢ gena U ¢ HHPOPMAIMOHHO-KOMYHHKAIMOHHI
texHosorun (UKT)

JIMpeKTOpPBT Ha JAeTCKaTa rpaJuHa/yYWINIIETO:
1. Opranusupa AeHHOCTTa [0 U3II'BJIHEHUETO Ha TE€3H MPaBUiIa, U OCUTYpsIBA JOCTHII




70 KOMITIOThpPHATa Mpexka, e(EeKTHBEH M TOCTOSHEH KOHTPOI, TUIAHHPAHETO HA MEPKHU IO
opraHm3alusTa 3a clia3BaHe Ha MpaBWJIaTa 3a padoTara Ha Jelara U YYSeHUIIUTE B MpexaTa U
3alKUTa OT BPEIHO MJIM HE3aKOHHO ChAbPKAHUE B UHTEPHET.

2. OcurypsiBa mpHu TEXHHYECKa Bb3MOXKHOCT IIpOCIesiBaHe Ha Tpaduka,
OCBILECTBSIBAH Ype3 MpekaTa Ha 00pa3oBaTesiHaTa MHCTUTYIIUSL.

3. Ilpu koHCTaTHpaHE HA CcIy4au Ha KUOEPTOPMO3, HE3aKOHHO ChIIbPKaHUE U
MOBEJICHHE B Mpekara Ha oOpa3oBaTellHATA WHCTUTYLHUS W/WIH B HHTEPHET YyBEIOMSBA
He3a0aBHO KommeTeHTHUTe opranun — Jupeknus ,,ComuanHo moamomaraHe, 1o
MecTornpeOuBaBaHe Ha JeTeTo U [ maBHa aupeknus ,,bopda ¢ opraHu3upanara MpecThIHOCT,
crienuanu3upanuar ornaen ,,Kubepnpecrsnnoct Ha MBP. B Te3u cimyyam oka3Ba HY)XHOTO
Ch/ICHCTBHE HA KOMIIETEHTHUTE OpPraHd C 1eJ YCTAaHOBABAaHE HA U3BBPIIUTEIUTE HU
npearnpuemMa MEepKH 3a MPOTUBOJCHCTBHE U MpPEMaxBaHE Ha ChOTBETHOTO ChIbpPXKAHUE OT
MpekaTa Ha o0pa3oBarerHaTa HHCTUTYIUS. Moe /1a modydaBa U KOHCYJITAaHTCKA TTOMOII OT
Hanmonanuus neHThp 3a 0e301aceH HHTEPHET.

4. Opra"u3upa B HAYAJIOTO Ha BCSAKA yuyeOHA roJMHA 3aMi03HaBaHE HA Jerara u
YUEHUIIUTE U POJUTENINTE/HACTOMHULIUTE C MpaBuiIaTa 3a 6e3omacHa paboTa B Mpexara.

5.  OcwurypsiBa OTTOBOPHO JIUIIE (CIY)KUTEI MM HACT BHHIICH CIICI[HAIKCT), KOCTO J1a
M3MBIHABA GYHKIIMUTE HA CHCTEMEH aJIMUHHUCTPATOP.

YunTennre, negarorudecKuTe CrenuaaIucTH U PbKOBOIUTEIHUTE 110 HANIPABJIEHHE
HUKT ca qnbxHu fa:

1. PazscHsBat npaBuiaTa 3a 0€30MaCHO U OTTOBOPHO MOBeIeHUE Mpu paboTa B
MpCKaTa Ha 06pa30BaTeJ1HaTa HWHCTUTYUHWA U B UHTCPHCT.

2. OcpbliecTBsIBaT MOCTOSIHHO HAOMIOIeHNE U KOHTPOJI BbpPXY paboTaTta Ha Jenara u
VYCHUIIUTE B MpexaTa Ha 00pa3oBaTelIHATa HHCTUTYIHS B Y4€OHO BpeMe.

3. IlpennpuemMar He3a0aBHU MEPKHU 3a MIPEYCTAHOBSIBAHE HA JOCTHIIA HA JleraTa U
YUCHUIUTE O HE3AKOHHO U BPCAHO CHbAbPKAHUEC B MpPCKaTa.

4. VYBenomsBaT He3a0aBHO JUPEKTOpA Ha AeTcKaTa rpaguHa/yqiIUIIETO TPpH
HapylIaBaHe Ha MpaBHUiaTa, Cydad Ha KHOSPTOPMO3 WM MPU YCTAaHOBSIBAHE HA HE3aKOHHO H
BPEIHO ChIIbPKaHUE WM TIOBEJICHUE B MpexkKaTa.

5. OkasBar nmoakpena Ha Jiella U YYeHHIIN — 00EKT Ha KuOepTOpMO3, upe3
I'bpPBOHAYANIHA TICUXOJIOTHYECKAa MOJAKpEeNna OT YYWIUIIHHS TCUXOJOT, Ype3 pa3roBOp OT
CTpaHa Ha IeJIaror B JIETCKaTa rpaJinHa 32 CHUYKABaHE Ha HATIPEKEHUETO Y JIETETO.

6. Curnanusupart rnpu HeooxoaumocT Jupexius ,,ConuanHo moanomMarase™ mo
MECTOKMBEEHE Ha JIETCTO/YYCHHWKA C Ie OICHSBAaHE Ha HYXKJaTa OT HACOYBAaHE KbM
COLIMAJTHU YCIIYTH 3a OKa3BaHe Ha MocleABalia moIKpena.

CucTeMHHST aAMUHUCTPATOP (CIyX UTeN B 0OpazoBaTeNHaTa MHCTUTYIMS WM HAeT
BBHIIICH CIEIUAIUCT):

1. Ocurypssa o0miara 6e30mMacHOCT U (PYHKIIMOHAIHOCT Ha MpeKaTa.

2. Ilpemmara u mpuiara MEpKH, OTpaHUYaBaIlH JOCTHIIA HA Jle1laTa U YYSHHUIIUTE JI0
BPEIHO WJIM HE3aKOHHO CBIbPKAaHUE M IIOBEJACHHE B MHTEPHET B CBOTBETCTBHE C
JeficTBaIoTO 3aKoHOoAaTeNncTBO Ha PemmyOnuka buarapus.

3. H3BwpiiBa neproauyeH nperiie]] Ha KOMIIOThpHATa Mpeka Ha oOpa3oBaTenHaTa
MHCTUTYIUSl 3a HAJIWYME HAa BB3MOXHH 3aIlUlaXd U PUCKOBE 3a CUTYpHOCTTa Ha Jenara u
YUEHUIUTE MPU paboTa B UHTEPHET.

4. Crnenu Tpaduka, OCHIIECTBIBAH Ype3 KOMITIOThPHATA MpeKa Ha 00pa3oBaTeTHATA
WHCTUTYLUSI.

5. Ilpeanpuema He3abaBHU MEPKHU 3a MIPEYCTAaHOBSIBAHE HA JOCThIIA HA Je1aTa u
YUEHHUIIUTE J10 HE3aKOHHO U BPEIHO ChBbpPKaHHUE B MpeXkKaTa.

6. VYBemomsBa He3a0aBHO AMPEKTOPA HA JIETCKATa TPaJWHA/yUIIIUIIETO MIPH CITydan
Ha KuOepTopMmoO3, HapyllaBaHE Ha TNpaBWiIaTa WIM TP YCTAHOBSABAHE HA HE3aKOHHO



ChAbpKAHUE WM MOBEICHUE B MpEKaTa.
7. CobaelicTBa 3a yCTaHOBSIBaHE Ha U3BBPIIUTENN HA KHOEPTOPMO3 U MpUiIara MEpKu
3a OrpaHMYaBaHE Ha TAKUBA CIIy4Yau.

Yacr |l. IIpaBa u 0TTOBOPHOCTH HA pogUTeIHTE

PO)II/ITe.]IHTe uMart mnpaBo Ja.

1. HonyanaT I/IH(bOpMaI_[I/Iﬂ 3d PUCKOBCTC H 3allJIaXUTC 3a 66301’IaCHOCTTa Ha
TCXHUTEC ACla HpI/I pa60Ta B I/IHTepHeT B ACTCKaATa r pa;u/IHa/ yT-II/IJII/IIJ_IeTO 1 BKBIIN.

2. bwaaTt cBoeBpeMeHHO HHPOPMHUPAHHU, aKO JETETO UM € 0OCKT Ha KHOEpTOPMO3 B
JeTcKara rpa):[HHa/ YUAIAIICTO.

3. Y4acTBaT CHBMECTHO C PBKOBOACTBOTO Ha 06pa30BaTeJ1HaTa HHCTUTYLUA IIpU
paspeliaBane Ha BCEKH KOHKPETEH MpobieM, CBbp3aH ¢ HapyllaBaHe Ha MpaBUiiaTa OT CTpaHa
Ha TCXHUTC AC1a.

4. YyacTBaT ChC CBOM MPEJIOKEHHUS B ONPEACIITHETO Ha MTpaBujIaTa 1 MEPKUTE 3a
6630HaCHO H3II0JI3BAHC HA UHTCPHECT B ICTCKATA rpazu/IHa/ YYHUJINIICTO.

5. Tlonmywar nadopmanus 3a UHOOPMANMOHHO-CUTHAITU3ANUOHHH IIATPOPMHU KATO
www.qdbop.bg; www.cybercrime.bg; WWWw.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTesmTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHar Ha JETETO CH Jia U3rpaay yMEHHs 3a OHJIaiiH 00IIyBaHe 1 0€3011acHO
M3I10JI3BaHe Ha UHTEPHET.

2. OchbluecTBABAT MIOCTOSHEH KOHTPOJI 38 CUTYPHOCTTA Ha JIETETO CH B MHTEPHET.

3. TlposiBsBaT MHTEpPEC KbM AKTHBHOCTTA HA JIETETO CH B MPEKATa, BKIIFOYMTEIHO U
CH3[ABAHETO Ha MNPOQUIM B COLUMAIHM MPEKU W PETUCTPALUM B CAaWTOBE M MOOMIIHU
NPUIOKEHHS, KAaKTO W Ja passCHAT IOCIHEICTBHATA OT  Ch3JABaHETO  W/WJIH
Pa3MpOCTPaAaHEHUETO Ha OMPEICIICHO ChAbPIKAHHUE.

4. Tlpu ycraHOBsIBaHE, Ue JETETO MM € KEPTBA Ha KHOEPTOPMO3, J1a CHTHAJIM3HPAT Ha
otaen ,,Kubeprnpectonnoct” kbM ['aBHa aupeknus ,,bopba ¢ opranusupaHara mIpecThbITHOCT
(http://www.cybercrime.bg/bqg), WIn Ientnpa 3a Oe3omaceH HHTEPHET
(https://www.safenet.bg/), kakro u Morat na motbpcar chaeiictsue ot Jupekius ,,CoruamTHo
MoJIIoMarafne’* o MeCTOKMBEEHE Ha JIETETO C IeJl OKa3BaHEe Ha MCHXOJIOrHYecKa IOJKperna
Ha feTeTo. B To3m ciyuail TpsAOBa Ja yBEIOMAT? M JMPEKTOpa Ha 06pa3oBaTeNHATA
HHCTUTYIIHSA.

5. ChbxpaHsBar 37paBeTo Ha IETETO, KATO MPOCIEIABAT BPEMETO 3a U3IOJI3BaHE Ha
HUHTEPHET.

6. VYBemomsT AupeKkTOopa Ha 0Opa3oBaTeIHATa HHCTUTYIIMS, KOTaTO UM CTaHe
M3BECTHO, Y€ JICTETO UM € OOEKT Ha TOPMO3 OT JIPYro JEeTe, C KOETO € B €IHO U ChHII0
YUHJTHIIE.

Yacr Ill. O6mm npaBuia 3a 0e3omacHo oOUIyBaHe B HMHTEPHET 3a jJenara W
yuyeHuure (aIanTHPaHM 32 TAX)

1 Or cTpana Ha ob6pa3zoBaTeHaTa HHCTUTYLHA CI€ABa 1a ObJAT IPEAIPUETH HEOOXOJUMHUTE NEHCTBHSA POIUTEINTE
Ja OBIAT 3al03HATH C TEXHHUTE NpaBa M OTTOBOPHOCTH W C IpaBWiaTa 3a Oe3omacHa paboTa B MHTEPHET, KOHUTO
JieraTa ¥ yYCHHIIUTE ca 3aIbJDKCHH Ja CIa3BaT

2 YBenoMABaHETO MOXE 1a ObJ€ B YCTHA WIM IIHCMeHa (popMa, KaTo 3a IPeANoYHTaHe € IHCMEHATa TaKaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

Karo npere m ydeHMK CbM [UIbKEH Ja CIa3BaM CIIEHUTE mpaBuia. AKO ce
3aTpyAHSIBAM B TSIXHOTO pa3OupaHe, Mora Jia rmojyda MoJIKpera OT POJUTEN WA OT yIuTe, 3a
Ja MA ObJIaT OOSICHEHHU:

1. Jla He naBaM nu4Ha HHGOPMAIHS: UME, aAPEC, TapoJia OT eJIEKTPOHHA TI0IIa,
npodus B colualiHa Mpeka, JHUYCH TeIePOHEH HOMEp, JETCKaTa TpaauHa/y4diIUIIETO, B
KOETO yua.

2. Jla He maBaM mHpOpMaIUs 3a MecTopaboTaTa Ui JIMYCH U CirykeOeH TenedoHeH
HOMEp Ha POJMTENIUTE, HACTOMHUIIUTE, OJU3KUTE, IPUATEINTE, ChYUYECHUIIUTE W TTO3HATUTE CH
0e3 TAXHO pa3peleHHe.

3. Jla He m3mpaliam | J1a He KauBaM OHJIAliH CBOM CHUMKH M BHUjea, 0e3 mpeau ToBa
1a € 00CHICHO U B3E€TO PEIICHHUE C POAUTEIUTE MH.

4. Jla He W3Mpaliam | J1a He KauBaM OHJIAaliH CHUMKH M BUJIea Ha TPUSITEIIH,
ChYYCHHIIH, POJTHUHY, YIUTEIH, OJIM3KH, TIO3HATH U JIp., 0€3 MpeIn ToBa J1a € 00CHICHO C TAX,
a B CIyyauTe, KOTraTo ce Kacae 3a MOM IPHATEIH, ChyYEHHUIIH, Ja € ChIVIACYBAaHO OT TIXHA
CTpaHa M C POJUTEIIUTE UM.

5. Jla HEe OoTroBapsM | Jia He OTBapsAM IpHKadeHHU (aiioBe Ha CICKTPOHHA ITOIIIa,
MOJIydeHa OT HEIMO3HAT TojaTell. TS MoXe Ja ChAbpkKa BUPYC WM JApyra 3JIOBpPEIHA
mporpamMa, KoaTo J1a YBpeau KOMIIOThpa/TenedoHa/Tabnera Win a ro HampaBH YsI3BUM 3a
BBHIIIEH JOCTBHII.

6. Ille ce mockBeTBaM C POAUTENUTE CH/YUUTEN, IPEAH J1a CBANIS UIIH HHCTATIHPaM
HOBA MMPOTpamMa/IPUIIOKEHUE Ha KOMITIOTHD, TelnedoH, TabaeT, KakKTo U He MPaBs HAIIO, KOETO
MOXKE€ J1a YBpeAM KOMMIOThpa WM 4Ype3 JaJeHO JCHCTBHE Ja ce Pa3KpusAT JaHHU 3a MEH U
CEMENCTBOTO MH.

7. Hemara, KouTO IpaBsi B UHTEPHET, HE TPsOBA /1a BPEAAT Ha APYTU XOpa UM J1a
MPOTHBOPEYAT HA YCTAHOBEHHTE MpaBuiia (4acT OT TAX ca YPEJACHU B 3aKOHH).

8. MH3BecTHO MU €, e € 3a0paHeHo Jia ce U3MOJ3Ba YYkKJA0 NOTPEOUTEIICKO UME,
mapoJjia v eJIeKTPpOHHA TOIIa.

9. Jla He muIIa U Aa He KaYyBaM HUIIIO, KOETO MOXKeE J1a € OOMIHO WIIM YHU3UTEITHO 3a
MEH WJIH 32 JIPYTH Xopa.

10. HesabaBHO nH(pOpMUpaM Bb3pacTeH (POAUTEN, YUUTEN, AUPEKTOP,
MeIarOrMYeCKU ChBETHHK), KOTaTo IMOMaHa Ha MaTepualid, KOUTO ME Kapar Jia Ce 4yBCTBaM
HEyI0OHO WJIM Ha MaTepHalld C BPEAHO UM HE3aKOHHO ChIbpXKaHHE, KOETO MOXE Ja Oblae
nopHorpadusi, MPOIMOBSAABAHE HA HACHINE W TEPOPU3BM, CETHHYECKA W PEINTHO3HA
HETOJIEPAHTHOCT, ThPTOBHSI C HAPKOTHUIIU, Xa3apT U JIp.

11. Jla He oTroBapsiM Ha CHOOIIEHUS, KOUTO ca OOMHU, 3aIIAITUTEIIHA, HETTPUITHIHH
WIM Me KapaT Ja ce 4YyBcTBaM HeynoOHo. HWupopmupam poauTenure CH/KIacHUS
PBHKOBOJIUTEIN, YIUTEI, TUPEKTOP, IEAATOTUICCKU ChBETHUK 3a TAKHBA CHOOIICHUS.

12. Ako HSKOH Me 00MK/1a UIIM TOPMO3H OHJIAlH, He OTroBapsM. JlokinanBam ro Ha
OTTOBOPEH BB3pACTEH (POJIUTEIN, YIUTEI, TUPEKTOP, NIEAArornIeckKl ChbBETHUK). Mora u cam
Ja JOKJaJBaM, KaTro TOJaM CHTHaJl Ha caMus CalT WM Ha TIOCOYEHUTE aJIpecH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.og u ro 6mokupam. loOpe e na HampaBs
BeIHAra eKpaHHa CHUMKa (CKPHHHIIOT) HAa CHOTBETHHS Pa3rOBOP WU ChIbpPXKAHHE KaTo
€IIEKTPOHHO JOKA3aTEJICTBO, KOETO MpeJaaBaM Ha OTTOBOPEH BB3pacTeH (POAMTEN, YUHUTEd,
JTMPEKTOP, MEAArOTHUECKH ChBETHHK).

13. BuumaBam, korato pasroBapsiM B 4at. [Tomas mpaBuio Nel: ge xopaTa oHIaiiH He
BHHArM ca TE3H, 3a KOWTO CE MPEJCTaBAT M MOTAT Ja THPCAT ONpejelieHa MHPOopMaIus, ¢
KOSITO J1a 3JIOYMOTPeOsAT ¢ MeH WiH ¢ aApyrute xopa. [IpaBuno Ne2 e ue He mpaBsi HUIIO Ha
JPyT YOBEK B MpexkaTa, KOETO He UCKaM JI1a MU CE CITyYd U Ha MEH.

14. Ako ce cmyuu Aa nomnajaHa Ha HHGOpMAIUs WK APYro ChabpkaHue B Mpexara,
KOETO HE MH XapecBa WJIM M€ IUIAlM 10 HSIKAaKbB HAYMH, MOTa Jia TOoJaM CHTHAll Ha
JeHOHOoIIHaTa U Oe3ruiatHa Hanmonannara tenedonna nwaMs 3a gema 116 111, Ha otnen



http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
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,Kubepnpecrsnroct* va I'/IBOIT (http://www.cybercrime.bg/bg), na LlenTspa 3a Ge3onaceH
HHTEPHET Ha agpec: Www.safenet.bg, wiu wa texuus tenedon 124 123, unu npes yar-mMoaysia
Ha Www.safenet.bg .

15. TpsabBa na He mpreMaM CPEIH ¢ JUIA, C KOUTO ChbM CE 3all03Hall/a B HHTEPHET,
OCBEH CJIe]l ChIiacueTo Ha poautenute MU. [loMHs, 4e XopaTa, ¢ KOMTO CE€ 3al03HaBam
OHJIaliH, HE BHUHArW ca Te3H, 3a KOUTO ce mnpeacraBiar. OnUTBaM ce BUHArM Ja MpoBepsiBaM
Jai YOBEKBT OTCpElla HAUCTHHA € TO3H, 32 KOrOTO C€ IMPEJCTaBs 4pe3 MpOBEpKa IO UMe,
MMEIJI, CHUMKa M KOHTPOJIEH BBIIPOC, Ha KOWTO OW TpsAOBajo Ja 3Hae OTroBOpa, ako €
HaucTuHA To3u. IIpu cbMHEHME MOXKe J]a TIOAaM CUTHAJ WU J1a TOThPCS ChBET Mpe3 caiiTa Ha
Llentnpa 3a 6e30macen uHTEpHET WWW.Safenet.bg.

16. M3nmon3Bam HACTpoOKUTE 3a 6€30MACHOCT U 3alIUTaTa HA IMYHUTE JaHHHU Ha
COLIMAJTHUTE MPEKU, MOOMITHUTE MIPUIIOKEHUS U Opay3bpuTe.

17. Usnon3Bam (yHKIMATA 32 6e30macHO chpdupane. Jla He mocernaBam caiiToBe B
HMHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HETTOAXOAAIIO 3a JETCKA ay TUTOPHSI.

18. M3non3Bam TpyaHH (ABITH, C TIABHU U MaJKU OYKBHU, IU(PH U CIICIUATHU
3HAIIM) ¥ PA3IIUYHU 32 BCEKH CalT MapOJIH.

19. M3non3BaM aHTUBUPYCHA MPOTpama, KOSATO CIieBa PEAOBHO Jie ¢ OOHOBSBA.
3aeTHO ¢ OTTOBOPHUTE BB3PACTHU (POAMUTEN, YUUTEN, TUPEKTOP), MOAIBPKAM MOCIEIHUTE
aKTyaJIM3UpaHU BEPCUU Ha BCUYKH MPOTPaMU U MPUIIOKCHUS.

20. Ako mos3BaM OOIIM KOMITIOTPH, BUHATH MPOBEPSIBAM JIATH ChM U3JISA3BI/U3IIs1371a
oT mpoduiia cH, cliea KaTo CBBpIIM 4Yaca. B ciryuaii, 4e Hamepsi yCTpOIHCTBO, Ha KOETO IPYT
yUEHUK € padoTuil, HO He € 3aTBOpUJI Mpoduiia cu, BeJHara Iie u3is3a 06e3 1a mperiexiaam,
MIPOMEHSIM WK 100aBsiM HHGOpManus B Ipoduiia My.

21. Tps6Ba na umMam npeABu, 4e KoraTo myOIMKyBaM HEBSIpHA U U30MaueHa
nHbOpMaNKA 3a IPYT YOBEK, JOPH C sICHATa MHUCHJI, Y€ TOBA € IIIeTa, TOBA MOXeE J1a JOBEAE 110
3nmoynorpeda u A0 HENPUATHU MPEKUBIBAHUS 32 TO3U YOBEK.

CBHbBETU 3A 3IPABETO

3a 1a paboTuTe Ha KOMITIOTHP, 0€3 J]a YBpeIUTe CBOETO 3/paBe, peayBail BpeMeTo CU B
OHJIaMH U o¢1aiiH cpesa, KaTo Cra3BaiTe CleHNUTE MpaBuUia;

3A JIA HE YBPEJUTE 3PEHUETO CHU:

3a Aa HE YBpEAUTE 3PECHUETO CH:
® Pa3CTOSAHUECTO MCXKIAY OUUTEC U MOHUTOPA Tpr6Ba Ja 6”I)I[€ OKOJIO ITOJIOBHUH METHP,

® Pa3CTOSHUETO MEXIY OUYHTE M KJIaBHaTypaTa /1a Ob/1e OKOJIO IOJIOBUH METBD;
® BBPXY MOHHTOpA HE TPsOBA J1a TONa A MPsKa CIIbHYEBA CBETIIMHA;

e He pabdoOTH B cTasi, KbJIETO MMa CMECEHA CBETIIMHA — CITbHYEBA M H3KYCTBEHA,
® BpEHO 32 OYMTE €, aKO 3a]] MOHUTOPA JIa UMa Mpo3opel] 0e3 MIOpH U 3aBECH;

e 32 Ja OTMOYHMBAT OYHMTE, OT BPEeME Ha BpeMe OTMECTBaiiTe Morjiena OT MOHHUTOpa U
MOTJIeKIail Tpe3 Mpo3opela WM KbM Hail-lajdedHus Kpaldl Ha crasra BbpXY JajleyeH
00CKT;

e eMH ITBT B TO/IMHATA IPOBEPSIBail 3pEHUETO CU IIPU OYEH Jekap (odTammoior).
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IIpu pa6ora ¢ ki1aBuarypara:

® He MperbpBail KUTKaTa, KOraTto MUIIeNT;

e CcrbBail JIEKO IPHCTUTE HA pbKaTa U OTIIyCKail Majiena;

L4 z[06pe € 1a U3I0JI3BAll KJIaBUaTypa € KJIaBUIIIX, KOUTO Ca IO JICK HAKJIOH.

IIpu pa6ora ¢ Mmumka:

e MuIIKaTa TpsiOBa ja ObJe ¢ pa3Mepa Ha JUIaHTa;

¢ HC ABWXXU MHUIIKATA CaMO C MajiCa U MaJIKus IIPBCT,

e [I0JI3Bail MOAXOAAINA IIOJI0XKKA 32 MUIIIKATA.

Meoeaure

e cCcTONBT TpsiOBa na ObAe HaA KOJeNla, C peryiupyeMa BHUCOYMHA Ha ceJaikara u
o0Jerankara, KOsITO TpsIOBa Jla OCUTYpH OIopa Ha TPhOHAYHUS CTHJIO B 00J1acTTa Ha KPBCTA;

e Oroporo TpsiOBa 1a ObJe CTAOMITHO M YCTOMYMBO HA BHOpALUy.

CXEMA 3A YBEJJOMSIBAHE B CJIYUAI HA KHBEPTOPMO3

CucremeH aIMUHUCTPATOP
(crmy»HTEN WK BHHIICH
CIIELIHAJIHCT)

Vuuten, Bp3OUTATE]L,
PBKOBOAUTEN
HanpasieHue UKT,
JIUPEKTOP, MEAArOTNYECKU
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KPATBHBK PEYHUK U JOIIBJIHUTEJIHU CbBETU:

KAUYBAHE U CIIOAEJISIHE HA CHUMKMU — CHuUMKY WK BUJEO HA JIeTe, YUCHHK,
pPOIUTEN, YUUTEN, AUPEKTOP, ICUXOJIOI, PECYpCeH Y4uTels, ONM3KH, NPUATENH, MO3HATU WIIH
HENO3HATH JIMIa ca MyOJUYHO JOCTHIIHU U300pakeHUsI B MHTEPHET, KOMTO MOraT Jia ca KaueHU
OT POJUTEIINTE WIN APYTU WICHOBE HA CEMEHCTBOTO, NPUATENIN, CbYYeHUIU U Ap. Te3u, KouTo
ca M CHOJENWIN/KauyiId B MHTEPHET, MOKE JIa MMaT M3IUI0 JoOpHU HAMEPEHHUs: KbM HEro/Hesl.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, ChLIMTE HE MOrar Ja ObAar MOJ3BaHU U
NOMyJsIpU3upaHn 0e3 chIIacueTo Ha TexHUs aBTop. Ho TakoBa cChbIbp)kaHuUE MOXKE JAa
HaKbpHABA JINYHOCTTA U JOCTOMHCTBOTO Ha JULETO. [IpenopbuuTenHO € 0 HUKAaKbB MIOBOJ Ja
HE C€ KayBaT CHUMKM Ha JE€Te, 3a KOMTO MMa M HaW-MaJKOTO CbMHEHHE, 4€ MOrar J1a My
HaBpeIsaT U 6e3 HeroBo cbriiacue. CHOAENSHETO HA CHUMKH € YEeCTO CpEIlaHO SBJICHHE B
COLIMAJTHUTE MpPEKH, 3aTOBAa OCHOBHA IpENoOpbKa € MOJOOHH CHUMKHU Ja C€ CIOJENAT camo C
XOopara OT CIMChKa C MPHUATEIN Ha YOBEKa, KOWTO MCKa J1a Kaud CHUMKaTa, U olle Mo-1o00pe —
caMmo C rpynara Ha Hai-OJIM3KH MPHUATETH OT PealHus )KUBOT. BakHO €, KOraTo ce CHHMa ChC
cMapTQOH, J1a ce yBEpUTE, Y€ CHUMKHUTE HE C€ KauBaT aBTOMATUYHO B IpOQuiia Ha POAUTEINS WIH
JeTeTo B caiitoBe kato MHcTarpam Hanpumep. B npoduinre cu B counaiHuTe MpexH TpsiOBa /1a
CT€ CUT'YpHHU, Y€ CT€ HACTPOWUJIM AOCTBIA 10 CHUMKUTE CU TakKa, 4e€ Ja C€ BIDKIAT CaMoO OT
npustenure Bu. CpmoTo ce oTHacsd M 3a HACTPOWKHUTE Ha OOJAYHU YCIYrHM, B KOHUTO C€
ChIBPKAT CHUMKH U MHPOpMALUS.

OAJININBU HOBUHMU - Cw3natenure Ha (aimiviBi HOBUHHU U3MOI3BAT TPAAUIIMOHHH
MEIMIHM TIOXBaTW 3a IMPHUBIMYAHE BHHUMAHUETO HA YHUTATENSA, HAIPUMEDP MPOBOKHUPAIIN
3ariaBHsl, HO yCISIBAaT Jla To 3a0JyasT M Ja ro Hakapar Ja MOBsSpBa, 4e MHPOpMAIUATA, KOSITO
yeTe, € NICTHHCKA.

Kak na pasno3naem ¢ajmmBuTe HOBUHM:
e [lpaBere paznuka MEXIy XyMOPUCTUYHU U CEPUO3HUM HOBUHAPCKHU CAWTOBE. 3amuTalTe
ce — MOo3HaBaTe JIu MeIusATa U uMare Jd u gosepue? [IpoBepere nanu 3ariaBUeTo, KOETO
YECTO € IPbMKO U TIOMITIO3HO OTIOBaps Ha ChAbPKAHUETO HA HOBUHATA;

e [IpoBepere nanu KypHAIUCTHT € MOCOYMI KOHKPETHO U3TOUHHKA HAa UH(POPMAITUS HIIN
uHpopmanuara ce Oazupa Ha apyra cratusg. [IpoBepere nanM OCHOBHHUSAT HM3TOYHUK Ha
nHpopmalyg € JocToBepeH. BuHarm mornexnaiite HayaloTO WM Kpasi Ha CTaTUATa, KBAETO
OOMKHOBEHO € TOCOYEeH HM3TOYHMKBT Ha MH(popMalus. AKO ce Kacae 3a MHpopMmalus, KOsTO
MPOM3NIN3a OT Abp)KaBHA MHCTUTYLMS, MpoBepeTe oduiManHaTa ¥ cTpaHuma aaau ¢urypupa
Ta3u HOBMHA WM MOTHPCETE EKCIEPT MO TeMaTa OT Aa/JeHaTa MHCTUTYLHUS. AKO HE € MOCOYEH
W3TOYHHUK, € PEeJIHO Jla Ce ChbMHSBATe B JIOCTOBEPHOCTTAa Ha HOBHMHATa. B moBeueTo gocTtoBepHU
MaTepuaal ce MocoYBa HauyWHA Ha ChOMpaHe Ha WH(GOpPMAIMATA M aBTOpa Ha MyOJIMKAIHITA.
[IpenoprunTenHo € Aa ce cpaBHU HHPOPMAIIHATA, aKO € MyOJIWKyBaHa B Pa3IMYHA U3TOYHUIIH,

e AKo momagHeTe Ha CTaThs, MyOJIMKyBaHa B HETIO3HAT 3a Bac OJor, a nH(opManusTa He €
THpakupaHa HUKBJE Apyraje, TOBa € 3HaK, 4e HOBUHATa Moxke Ou e ¢ammuBa. Bunaru tepcere
W Jpyrd pe3ylITatd 1O TemMaTa, a aKko Te ca MajJKO WU HHKaKBH, T0-I00pe He
pa3npocTpaHsBaliTe HOBUHATA;

e [IpoBepere nataTta Ha MyOIMKAIUATA, ThI KATO YECTO CTAPU M HEAKTYAITHU HOBUHU CE€
MyCKaT KaTo HOBHU.



OHJIAMTH (KUBEP)TOPMO3bT npe/icTaBisBa H3MOI3BAHETO HA MHTEPHET 3a
HaHACcsHE Ha €MOIMOHAJIHA Bpelda BbPXY APYrd Xopa. TOpMO3bT B MHTEPHET MOXKE Ja UMa
paznuuau ¢opmu. Tolt Moke Ja MHHABA IMpe3 pa3MpOCTpaHSBAHE HA IMOJUTPABATCITHU H
OOWTHM CHUMKH ¥ BUJCOKIIUIIOBE B CAlITOBE 3a CIOJAENSHE HA BUACOCHAbPKaHUE KaTo Vbox7
u YouTube, cp3naBane Ha QammmBu npoduin ¢ 0OUIHO ChIBbPKAHUE B COIMAITHU MPEXKH
kato Ask.fm, ®elicOyk u MHCcTarpam, KakTo ¥ B ChOOIICHUSI U M300PKEHUSI B MPUIIOKECHUS
3a komyHuKanus karo Ckain u BaiiObp, wim B W3mpam@aHeTo Ha OOWIAHHM CHOOIICHHUS U
KOMEHTapH, B ChILIUTE CAUTOBE U MIATHOPMHU.

KPAJKBATA HA ITPO®WUJI (xakHaT mpo¢ui1) mpeacTaBisBa MPUCBOSIBAHETO Ha
gy MOTPEOUTENCKA Npoduia B COIMaHA MpeXka, miaardopma 3a oOmryBaHe (Hampumep
DeiicOyk), enekTpoHHa noma win apyr caiT. Kpaxbara ctaBa Bb3MOKHA 4pe3 BIHM3aHE C
NpaBUJIHATA Tapoja M HEHHara MoJMsSHA C HOBAa M HEM3BECTHA 3a YOBEKa, HAa KOTOTO
npuHaIexku npopunsbT. Bb3MoxkHO € cinex kpaxbara npouiibT Aa ce H3MoiI3Ba 0e3
3HAaHUETO M CHIVIACHETO HAa IIbPBOHAYAIHUS COOCTBEHHK. AKO Ha JIeTE MOJ 33AbJDKUTEHATA
3a MOBEYETO COIMAIIHA MPEXH BB3pacT OT 13 ronuHu (Ta3u BB3pACT € Takapa, 3alllOTO I0-
roJsiMata 4acT OT MOIYJISIPHH COLIMAITHU MPEXXH ca aMEpPUKAHCKH U TpaBUIIaTa 3a MOJI3BaHe ca
CbOOpa3eHn € aMEepUKAHCKOTO 3aKOHOAATENICTBO) C€ Ch3JaBa COOCTBEH Mpodui BHB
®eiicOyk, MHOTO € BayKHO IIpH M300pa Ha Bb3pacT Ja ce usbdepe noxa 18 roauuu, Thil Karo 3a
HEM'BJIHOJIETHUTE MOTPEOUTENN UMA BAXKHH JTOMBIHUTEITHH 3aIIUTH.

KPAXKBATA HA JIMYHU JAHHM e BujJ KOMIIOTBPHO NPECTHIUICHUE, IPU KOETO
ce MpUIOOWBAT YYXIW JIMYHU JaHHU C IeNl (PMHAHCOBA M3MaMma WM 3J0ymorpeda Karo
TerJieHe oT 0aHKOBa CMETKa, WM KaHIUAATCTBAHE 32 KPEIUT OT UyKA0 uMme. Ta3u omnacHocT
10 TIPUHITUIT HE 3acATa MO-MAJIKUTE JIe1la, KOUTO HE MIPUTEKABAT JIMYHHU JOKYMEHTH, OAHKOBU
cMeTKu unu kaptu. Ho mpu TuitHeimxbpuTe Haj 14-roguinHa BB3pAcT TO3M PHUCK CTaBa
aKTyaJieH.

OUIIHNHI" ATAKHUTE ca naii-pasnpoctpaneHata gopma Ha MHTepHeT nsmama u
IIMPOKO M3MOJI3BaH TOXBAaT OT KOMIIOTHPHM NPECTHIIHUIM 3a IOJlydyaBaHe Ha BaXkKHa
uHpopmanug. ToBa mpecTbIuleHHE ce Hapuya ,,pumuHr’ (,,phishing” — "3apubsBane”,
npousnuza ot fishing — puboOB), 3al0TO €NEKTPOHHUTE CHOOIIEHHUS, KOUTO C€ pasmpaniar,
ca KaTo ,,BBAMIN~ C OCHOBHA IIeNl MOJy4YaTelIuTe Ja Ce ,,XBaHAT Ha TAX IOPaad CBOSTA
HEOIUTHOCT M HEOCBEJOMEHOCT, Karo MM oOTroBopsar. Ilpum ¢ummHra wnsmamMHULIUTE
pasmpariar eneKTpoHHa TOomla, KOSITO NMPEeTeHAHpa, Y€ WABAa OT TMOYTCHAa KOMITAaHUS U Ce
onuTBa Ja yOeau moaydarens Ja Jajie BakHA JHM4YHA WIM (UHAHCOBa WH(OpMalMs.
EnextpoHHOTO CHOOIIEHHE OOMKHOBEHO MOJH Ja C€ M3NPATST JIMYHU JaHHU W JaHHU 3a
0aHKOBa CMETKa B OTIOBOp MJIM Jla C€ BbBEAAT Ha yeOCalT, KbM KOWTO MMa Bpb3Ka. Te3n
JAHHYU ca HalpuMep NOTPEOUTEICKH HMEHa, TApOJId K HOMepa Ha KPEIUTHU KapTH.

KAK CE IMTA3APYBA BE3OITIACHO B UHTEPHET? Ilpenu na mazapyBate oT
€JIEKTPOHEH Maras3uH, € MOJIe3HO Ja oObpHeTe BHHUMAaHWE HAIWYHA JIM € HH(popMmaius 3a
uMeTo, aapeca M TeneoHa Ha Thproena. He mpomyckaiiTe na mnpoBepuTre U Jaiu
JOCTaBYMKBT € MOCOYWJI M3PUYHO NPaBoTO BM IO 3aK0H a ce OTKaXeTe OT MOopbuykara B
pamkute Ha 14 nuu. [lomesHo O6u Omio na mpouerere BbB (OpYMHUTE OT3UBH OT JPYIH
noTpeOuTeNN, KOUTO BEUe ca Ma3apyBajy OT BIIPOCHHS €JIEKTPOHEH Mara3uH, KbM KOITO cTe
ce Haco4ywIid. ThproBebT € AIbKeH Ja Bu mHpopmupa 3a OCHOBHUTE XapaKTEPUCTHKHU Ha
BCSIKA OT INpeajaraHuTe OT HEro CTOKU M yciyru. Toil TpsOBa Ja mocouu TSIXHATa IIeHa C
BKJIFOUEHU BCUYKH JAHBIU U TAKCH, KAKTO U CTOMHOCTTA Ha MOILEHCKUTE WK TPAHCIIOPTHUTE
pa3xojau, ako He ce BKIIIOYEHHU B KpaiiHarta 1ieHa. Ha caiita cienBa qa Ob/ie mocodyeH HauuHbBT
Ha IUIaIllaHe, JOCTaBKa M M3IIbJIHEHUE Ha J0roBopa. Barmie mpaBo e 1a BbpHETe, 3aKyleHaTa
OT eJIEKTPOHEH Mara3uH CTOKa, ako ce OKaxe AedexTHa. Pexiamanusra cu 3a eeKTHa CToKa



CJICABa Ja NpCAIABUTC B HAKOU OT 00EeKTHUTE Ha Thproseua, OT KOMTO CTE 4 3aKYIIUJIN. Axo
THProBeUbT YBaXKHU peKiIaManusaTa Bu, B pamkuTe Ha Mecell TpsOBa MM Ja PEMOHTHpaA
6e3mnaTHo 3a Bac cTokara mim fa s 3aMeHH ¢ HOBa. B cirydaii e He ycree 1a cTOpH €1HO OT
JIBEeTe, CleBa WIM Ja HaMaJld LIeHaTa, WU Jja BbpHETE CTOKaTa, a TOH Ja Bu Bb3cTaHOBU
3aIIaTeHara 3a Hesl CyMa.

SAIUTA HA KOMITIOTBPHUTE MPEXKHU OT OITACHA EJIEKTPOHHA IIOIIIA

1. He Tps6Ba na ce nposiBsBa MHULIMATUBA 3a MOJy4YaBaHE HA UMEIT MUCMa, UHTEPHET
CTPAaHMIIU, KOUTO MpeasaraT Oe3jIaTHU WU TJIaTeHU YCIIYTH U CTOKH, YeCTO IMpeJiaraiy jaa
BU U3NPATAT MpoMoLuu 1o e-mail. OTkaxeTe TakaBa yciyra.

2. meiin ampechT ce crmofelns camo mpu Hyxma. Koraro ce mpenmaBa mo eIuH WIA
Jpyr MOBOJI, C€ BHMMAaBa 3a CIIEHUTE JIBE€ HEIA: IbPBO AAJIM OPraHU3aLUsATa WU YOBEKBT,
KOUTO T'O MOJy4yaBar, 1€ BU M3MNPATH HEXKEJIAH HMEII; BTOPO, MOXKE JIM JIa CE pa3uuTa, ue
HUMEIIT aapechT HaMa J1a ObJie 1aJieH Ha TPETO JIMIIE.

3. He ce otBapsaT umeinnre B HexxkenaHa mnoia. Hukora He ce oTBapsiiTe nMpuUKaveHH
(haiisioBe B CHOOIICHHS OT HEMO3HAT M3Mpamiad. AKO He ce Mo3HaBa UMETO B mojieto ,,OT1”, He
OTBapsIiTE PUKAYCHUS (aii.

4. Axo ce MoJlyud HEOYaKBAaHO CHOOIIEHHE ChC CTPAHEH MpUKauyeH (aiim OT mo3HaT
u3mpaimay, ToO OM MOIJIO Ja ChIbpKa BUPYC. MHOrO 3JIOBpEIHU TPOrPaMH  CE
pa3npocTpaHsaBaT JO BCUUKU KOHTAaKTH, KOUTO HAMEPST B IOIIATa HA 3apa3eHUsi KOMITIOTHP.
TakuBa chOOIIEHHS] YECTO UMAT CTPaHHA TeMa WM MME Ha mpukaudeHus ¢ain. Yecto ToBa €
IIETOBUTO CHOOIICHHE, HAChpYaBalllo IONy4yaTess Ja BUAU KapTHUHKA WK Ja TMpoueTe
MpUKaueH TeKCTOBU (aity. BuHarm u3uckBaiTe MOTBBPKICHHWE OT H3Mpalava, Mpeau Ja
OTBOPHUTE CHOOIICHHE UK MPUKadeH (ailsl OT TaKbB BUJI.

5. TlpoBepsiBa ce MBIHOTO MME Ha mpukadeHus ¢ain. CKpUTUTE pa3MIMPEHHS OT
uMeTo Ha ¢aima Morar Aa 3a0iayasaT Ja OTBOPUTE 3apa3eH MpukadeH (aiinm oT umeilna.
Bunaru ce mpoBepsiBa Jany MMEINT NMPUIIOKEHUETO TMOKa3Ba MBIHOTO MME Ha MPUKAYCHUS
(aiin, BKIIOYUTETHO pa3lIMpeHneTo. Bupycu u uepBen Morar Jia ce chIbpKaT BbB (aiiliose,
KOUTO M3TJIeKIAT KaTo KapTHHKHU, HApuMep ¢ pasmmpenue .jpg. Ho e Bb3MOkHO ja umar
CKPUTO pa3lIMpeHue, KaTo .exe Wi .vbs KbM HMeTo Ha (aiima, KOeTo o3HadaBa, dYe
MpUKaueHUIT aiia He € KapTHUHKA, a Iporpama, KOsITO 1€ CE€ CTapTHpa, IIOM CE OTBOPHU
npuKayeHus ait.

6. BaumaBa ce ¢ QammuBUTe TpEIyNpPeKACHUS 3a BUpycH. DammuBuTe
MIpeIyNpexACHUS 32 BUPYCH ca u3BecTHU Kato "hoaxes". ToBa e ¢anmmBo cro0IIeHe, KOETO
OBk Aa MOTPEOUTENNTE J]a BAPBAT, Y€ Ca MOJYYWIH BUPYC U TH HachpyaBa Jia MpenpaTsT
MpeAYNpPEeXRACHUETO Ha BCEKU, KOTOTO MTO3HABAT.

7. He otBapsiiTe uMein, ChIbpKaIl HEXeNaHa pekigama. Toi Moxke na Obiae
W3MOJI3BaH 3a MpeHacsiHe Ha BUPYCH u 4YepBeru. OT choOpakeHUs 3a CUTYPHOCT Ou TpsOBaio
Jla U3TPUBATE BCHYKH PEKJIAMHHM CHOOIIEHWS OT HETMO3HAT M3Mpaliad BeaHara, 0e3 na Tu
OTBapsITe.

8. He ce m3mom3Ba camo elHAa IOIICHCKA KYTHS 33 BCHYKO. CHEIHATUCTHUTE TIO
KHOEPCHUTYpHOCT MPEMOPHUBAT Ja € OTKPUBAT HAKOJIKO Pa3IMYHU MOIIX U Ja ce Pa3AelsT Mo
npeaHa3HauYeHNe.

9. U3bsareaiiTe chIo Taka Ja Mpempamniare MucMa MEXy HSIKOJIKO Balllid MOIIEHCKU
KYTHHU.

10. He e mpemopbuuTeNHO Ja c€ Tpenpamar nucMa 10 HSIKOJIKO 4YOBeKa
eqHoBpeMeHHO. OCc0OEHO TakuBa, OT TUIMA - "Mpenparere ro 10 7 YOBEKa W 1€ BU CE CIYYH
Hemio Xy0aBo" win "moMorHere Ha OOJIHOTO MU JIeTe, KaTo MPenpaTuTe TOBA MUCMO Ha MHOTO
Xopa, €I KOM CH 1€ MU JaJe 3a BCEKH 3 uMmeina 5 neHrta, Hanpumep. Te3u mucma ce
pasmpocTpaHsBaT C Ilel ChOUpaHe Ha JEHCTBUTENHM HMMEWN aJpecd, Thil KaTo Npu



npernpaniane, KbM MHUCMOTO ce 100aBAT aBTOMAaTHYHO U aPEeCUTe Ha MPEIHHUTE MOTydaTesH.
Cren HSAKOJKO IpernpaliaHys, B €HO TaKoBa MUCMO C€ ChbOMpPAT HAKOJIKO CTOTULHU PEaTHU
UMEI asipeca, KOUTO CJIE] TOBa ce MpoaBaT Ha (PUPMHU 3a CIIaM.

11. Ako Bce mak Mckare Jia MpenpaTuTe HIKaKbB TEKCT WM MH(OpMALMs, KOSITO cTe
IIOJIYYMJIM, KOIMpANTe TEKCTa U o U3IpaTeTe Karo HOBO nucMo. He npenpaiuaiite npeaHoTo,
BBIPEKU Y€ € MPUMAMIIMBO I0-JIecHO. Taka 11e npeanasure NpusTesIuTe CU OT ObAEH] ClaM.

12. Axo nopaau HsKakBa NpUYMHA IBbPKUTE Ja MPENpPaTUTE OPUTMHAIHOTO IHUCMO,
cnoxere aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT IMOITy4aTeIIUTE
HsMa Ja BUOM aJpecuTe Ha ApyruTe noaydartenu. [IpuumHara ga ro usnoi3BaTe HE € Ja
CKpHETE IOJIY4aTeIUTe eIUH OT IPYT, a Jja T MPEeANa3uTe, B CIydyai uye aApecHaTa KHUIa WU
€JIEKTPOHHATA TOIIAa HAa HSAKOW OT TAX CTaHE JOCTBIIHA HA CIaM-00T (Hampumep MOpaau
BUpPYCHA HH(PEKIUSA Ha KOMITIOTHPA MY).

13. Ilewan6a ot notapusi: He cre crnedyenin. CriaMbpuTe W3IOJI3BAT HAN-PA3TUYHU
IIpMMAaMJIMBH 3arjlaBus Ha IMCMAara, 3a Ja HakapaT IoJydaTels Ja T'M OTBOpu. MHoro
noTpeOUTEeNM HAMCTUHA OTBApSAT MOAOOHM mucMma. Jlopu cien OoTBapsiHETO BeAHAra Ja ro
U3TpUETE, CAMOTO OTBApSHE HA MUCMOTO OM MOIJIO Ja MOTBBPAM, YE aIPpeChT € peajieH U BUe
CT€ I'0 MOJIY4UJIIH.

14. OrnucBane OT OrOJIETHH, 3a KOWTO HE NOMHHUTE Ja CTe ce 3amucBaiu. Yecto
CpellaH METOJ, M3IO0JI3BaH OT CIaMbpPUTE 33 HAMUpaHE HAa AKTUBHUTE MOLICHCKU aJpEecH.
W3znpama ce OrosleTUH ¢ JMHK 3a OTHHCBaHe (yX) OT mosydaBaHeTo My. OTnMcBaiiku ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPK/aBa, Y€ M3IO0JI3Ba IOILIEHCKAaTa KyTUs, C KOETO BeAHara
BIM3a B cllaMm juctute. Bmecto na ce ornucate, OlOKHpaiTe MOJy4aBaHETO HA MHCMa OT
TO3H aJipec.

15. He otBapsiiTe mucma, kouTo ca (uIIMHr ataku. Hai-goOpusaT HauumH na ce
3alIUTUTE OT (PUINMHT aTaKW € KaTo HUKOra He OTBapsATe (UIIMHT MHUCMa, HO YECTO € TPYIHO
Jla ce pa3no3Hae Koe MUcMo € (pUIIMHT aTaka. MoXkeTe J1a Ty pa3no3Haere 1o:

e OOpsuenueto e "Dear Customer" win "Dear User", a e Bamero ume.

e B nucmoro nuie, ye akayHThT Bu 111e Ob/1€ IpekpaTeH B ciiydaii, 4e He OTBbPAUTE
JaHHUTE cu He3abaBHO. /Hackopo cmambpuTe n3nos3Baxa nogo0eH noxsar koraro Ckaiin ce
cpuna 3a 1 geH. PasnpocTtpanuxa chOOIIEHUS, Y€ CKAMM 1€ YMCTH HEAaKTUBHU aKayHTH U CE€
HCKallle J1a ce pa3lpaTh ChOOILICHHE Ha TIOHE 15 moTpeduTers, 3a Ja ce T0Kaxe aKTUBHOCT./

e lmMeiurbT naBa OT aKayHT, IPUJIMYAILL, HO HE €THAKBB C TO3HU, KOWTO U3I0I3Ba
U3BeCTHA pUpMa, OpraHu3anus 1 ap. AKo HE CT€ CUTYPHH Jalld MHUCMOTO € (GUIIMHT WU HE,
Hail-moOpe e na He oTBapsATe JMHKOBE, KOUTO ca MyOJMKYBaHM B HETO, a Jla HamMIIeTe Ha
pbKa azipeca Ha caiiTa, KOUTO BU € HEOOXOUM.

e AKO CTe MOJyYHJIM TaKOBa MHCMO, 32 IPEANOYUTaHe € 1a OJoKupaTe ajapeca, OT KOMTOo
e usnpateHo. Koraro ro 6i1okupare, Bue naBare yka3aHus Ha HOLICHCKUAT KJIUEHT, Y€ TOBA €
cram M He TpsibBa Aa ce npuema. [loBeueTo nmoTpedutenu odaye MpoOCTO U3TPUBAT crama U
TOW NMPOJBJIKABA /1a UBA B KyTHATA.

Hacrosimmre mpaBuia ca paspa0doreHu ¢ oriex (opMHMpaHe HA NOJUTHKH B
AeTCKHTe TPaIHHM M YYWJIUINATA, KOUTO Ja OPraHu3MpaT H3MNO0JI3BAHETO HA
o0pa3oBaTe/IHUSl NMOTEHIHAJ KAaKTO HA KOMIIOTHLPHATA MpeXa Ha oOpa3oBaTesiHaTa
HHCTUTYIUSI, TAKA U HA I100a71HATA MpekKa, B CbYETaHHE ChC CHCTEeMa OT MEpPKH 3a
CHUT'YPHOCT M 0€30I1aCHOCT Ha Jenara u ydyeHunure. [lpuiiaranero uM Ha NpaKTHKA HeJIH
NOBMIIABAHETO HA MH(OPMHUPAHOCTTA M JUTMTAJIHATA FPAMOTHOCT HA OOLIHOCTTA OT
Jiena, poANTeNH, YUUTeIH, TAPEKTOPH U CIYKATEIH.

% Ipasunara ca chrilacyBanu U pa3pabOTEHH | C yU4aCTHETO Ha EKCIIEPTH OT OTAEN ,, KuGepIpecThIHOCT KbM
I'maBHa mupexnus ,,bop6a c opranusupanara npectbiHOCT” U ¢ LleHThpa 3a Oe30maceH HHTEPHET.




